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The chart entitled "Honthly bosses of Shipping by U/B Action 0 

illustrates the relationship between the billed iduttjggli against the 

Ceman U-bo^t ranee# in Boris *sr II and the availabili ty of accurate 
ana ticely operational intelligence derived frew crypt-analysis {!•«•> 
reading the texts of emny radio nes-aea). It also takes Into account 
the other principal factors lfcieh influenced the otxtcoae of the Atlantic 
battle. 

A *&£«ificant twfold coapariaan of the value of vossiunication 
Intelligence (CUKIRT) in wartime is apparent £rom an analysis of the 
chart, cn the one hand, it Is uORistakablj clear that British • b* f . 
CO&T’:? contributed directly and substantially to the Allied victory 
over the Cerc.an U-boat. Oa the other band, the staggering losses in* 

i 

flicked, cn allied chipping by U-boats, frost the outbreak of the ear 
until the euwrxr of 191x1, we re closely related to the degree of success 
achieved by the Screen COKTSt organisation (the *B* Service) against 
pilled eosnutiications* 

three decrees of COBJJrr success are represented on the chart for 
both British • t*3. and V*mum radio intelligence (&*!.}, sanely lew, 
sediias, end fci^h readability* Cerpan coweunicaPiuns between fetal 
headquarters and the U-beai fleet were carried exclusive!;/ in the Bsnaan 
sachine cipher (BBir-BA), a high-grade system. Is ocmsequsnce, the 
coDilnad British • crjptanalytie attack vas concentrated on this 





mymt m and the decree of Allied succeed Included net only the percentage 
ef solution hat also the ties liedt&tdeft for lacadUte operational 
effectiveness of the infomtton. Low readability, therefore^ indicates 
« lev state of solution with a tine lag in decrypting the messages such 
that the iaforaetioa obtained is of no value for im sala ts operational 
elfectl vents*. It is useful* however, for building a background ef 
strategic tefbraatiau Mediae readability Indicates approximately a 
$0%. solution of the Messages* aany of which can be read in sufficient 
tiffiu to be of iaradiate tactical value* High readability indicates 
that ell or east of the message* can be decrypted completely ("solidly*) 
end can be reed currently end continuously with a mfa&xm of delay* 

yhereas the combined British • u.5. crypUaalytic effort sea directed 
against the 8-boat cipher Machine* the German *B* iarvice concentrated 
on codes sad eiders containing infoxmtloc regarding allied convoys end 
Merchant shipping* So Mgjh»£rad* cither machine was available for combined 
use for this traffic until l»te in IjNtJ* Hence* fro* 19itl until lata 
19L3, all of the Allied convoy end shilling inforaatioc was carried in 
leas secure codes end ciphers* and It was against thee# that the *8* 

‘ervicc realised its greatest success* inters the chart indicates tha 
Ceraasn* lev readability of Allied traffic* it aeons that intelligence 
mu obtained from reeding low grade ayatems such as merchant ship codes 
and aircraft reconnaissance codes* Hedim readability indicates partial 
solution of Allied aediuK grade codas and Ciphers, f urrency* though 

\ desirable, was not of the essence in decrypting this traffic, for the 
\ . • . 

\ *8* Service stressed tha importance of building tp a background of 





convoy intelligence and developing operating patterns* ?br thte 
purpose, non-current decrypt* were obviously of great value, la 
periods then successive convoys sere using approximately the sane 
routes, past knowledge of convoy habits end procedures, together with 
the know regularity of the convoy ceiling patterns, was made to cem* 
penaate for the lack of current Information oh Individual convoys. High 
readability indicates complete solution of the British • C.S. high grade 
Ravel cypher using Tables «H* mad "3*, and decryption of the messages 
on a current and continuous basis, the *B* i&rvioe achieved this degree 
of success only once doting the war - from January until June of 19U3. 

In addition to intelligence derived from cryptanalysis, the com- 
bined British • XF.$. effort had available two other sources of information 
based upon the Germans' heavy radio traffic. These were Direction 
Finding (B/F) and transmitter identification (TIHft and HFP). P/F is a 
method of locating a transmitter by obtaining simultaneous bearings at 
several receiving stations and plotting the area of intersection of the 
bearing lines. HA ii a method of identifying a radio operator by his 
sending characteristics, while RFF is a method of identifying tbs radio 
transmitting station by studying the electrical characteristics of the 
transmission. Doth T^F and trsnsadttsr identification procedures wore 
used extensively md effectively against the B-boata. Intelligence from 
these two sources was available throughout the war. However, its 
accuracy and application were fcuch mors Halted than in the case of 
Intelligence derived ftum cryptanalysis.. 
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Frttt the outbreak of war ustiliuguat of 19fc0, the Geraana annoyed ■, 
e period of a*dtus mhhiU t? on British codes end ciphers, (This 
factor is represented hy the greed plaid coluan toward the left hand 
side of the chart,) it is known, for exaigsle, that both British Hem 
code Mo. 2 and Usual Cypher MO. U sere appro rt nsts l y 5Bf readable* 
during the spring sod sueecr of that year a tine lag of only 2b hours 
was quit# comer. “ft us, valuable inf creation on the disposition of the 
British Hast su available. The sxcsHence of the *B» Service in the 
latter pert of this period is high-lifted by two successful Gerean 
attacks on feral foreas - the alnfeiae of H.K.S. 3U&XC& on $ dune 
and a leae spectacular U-boat operation against the northern Petrs 1 
a seek later# 



Soring the first nine non tbs following the outbreak of war* the 
a usher of 0-boats available for operations against abiding was snail. 



mi nontfcly losses of Allied vessels were relatively light (150,000 
gross tana in the heaviest south). Sheerer, In June l?bO, after re- 
lease of the U-boate torn the Korwagian caspaign, sinking* inc re a sed 
steadily until they reached 350*000 gross tone in October of that ease 



Changes introduced into British Mam Gods and Cypher in August 19b0 
resulted in a ooopletely anauccesaf ft. moth for the Cersafc 0OKIKT effort. . 
sinking* continued unabated, however, since the U-boats sere by new 
operating eat of french porta in the Say ef Biscay. Kigjit attacks on 
•envoys by surfaced 0-beate accounted for heavy losses* It was evident 
that* despite the lows ef Intelligence free 008X3? sources, thoroagh 
knowledge of Allied convoy procedure*, patterns of opera tion, and probable 



movements enabled the 8-feoat commanders to continue their rail* until 
German C0K1ST broke late British codes end cipher* again the following 
month. Severer, access* thin tine wae on lev level cryptc-eyeteas 
(see barred green colon) end, as a consequence, the quality of Gasan 
intelligence began to deteriorate* Bren thin low-grade success m 
abort Used, for changes introduced into British cipher procedures 
in September began to hare their effect and another drought in Genian 
GM?T contributed to an appreciable reduction in Allied shipping losses* 

ftte mnher of S~bo*ta sunk by Allied action vas negligible during 
the first year and a half of the ear* (see shaded green area on extras* 
left aide of chert. )* Allied intelligence and anti-eufcsarine operations 
wara net yet tp to the task of combatting this underaea menace. 

In fehruary 19&» the Germans once sore began reading loir level 
Allied systems and again the rate of (Slipping losses began to mount, 
the 8-boats moved meat of 1*0*V and launched concentrated night attacks 
on convoys* the month of April saw the first daylight attack on a 
convoy by a O-boat group* the campaign in the open Atlantic warn now in 
full away* the availability again of intelligence, exploited with more 
aggressive tactics, resulted in a marked increase in Genua submarine 
successes. 

It was in March of 19hl that British cryptanalysts first tasted 
success against the German ESIGHA. It was a trickle at first, mainly 
of lew readability and non-current, but it soon progressed into madia* 
readability with shorter time lag, then British decryption in volume 
began (See rod column*), kith the intelligence now available to the 





British trm COB!#?, the convoy* were able to adopt avaeiTe routing 
tactic#, and this factor, together with the proviafc on of escorts sod 
aircraft based on Iceland, caused drastic reduction in flipping losses 
for two months* 

British ceMT was now in a period of high readability, and de- 
cryption of ths German U-boat aesaag as was placed on a currant 
operational basis in August 191*1. In fiqpteribar, the British caasad 
to encipher the indicators fear their own Xaral Codes and ciphers and 
tha Cenwuas were quick to spot this weakness* However, an interesting 
Situation developed? despite this new Canaan CGK1ST success, there 
was no appreciable iwprovessnfc in their operational situation at see. 

A battle of tha COMXH? services developed, with the British now holding 
the upper hand. Moreover, in October, a store secure eosbined British - 
Cypher for convoys was introduced and tha effectiveness of tha U-boats 
was further reduced* Allied shipping losses were out to index 1 75,000 
tons the .following ttonth, as against a lots of 10 U-boats* ttith tbs 
failure of their patrol lines, the Gersass- began now to suspect British 
Intelligence. 

The United States entered tha war in Oecoaber 191*1. . per about tha 
first six weeks of 191*2 there was practically no COKPfT available to 
the Germans. But the Combined lfaval Cypher to. 3 became readable is 
February and was read almost entirely and currently until June, sheet 
it was replaced by Saval Cypher So* 5* Tecst an operational point of 
view the exploitation of Cypher So. 5 was perhaps the greatest achieve- 
ment of the Qenaan CGHEM service. U-boat commanders now had the one 
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lndispsceable wjm of locating Allied convoys in mid-ocean. The 
German reconnaissance problem was solved - on paper- and U-boat 
strength could be concentrated at tli# right place and at the right 
time, the U-boats moved in for heavy attack# £n dd-atlantio end . 
along the eastern seaboard of the C.S*j once vore Allied loss## 
began to near (the chart now shoes an area breakdown for losses 
attributed to German U-boat action# and the heaviest concentration 
appears in the Atlantic Ocean, shown in black}* 

It was during this same period that the Germans added a fourth 
wheel to their FJSGKA machine, resulting in a complete blackout far 
British cryptanalysis, fide bleak period lasted fear ten consecutive 
Booths. The Germans continued reeding British traffic throughout 
this period and the U-boats enjoyed their greatest successes# reaching 
a peek of some 750,000 gross tone of shipping in November 1952# of 
which 625,000 tons were in the Atlantic* Some sporadic relief was 
experienced by the introduction of 8*?. countermeasures and by the 
effectiveness of U.5. coastal convoke# but# is general# the U-boats 
continued to maintain the advantage, the U-boat offensive was extended 
into the Gulf of Mexico end the Caribbean, and Allied losses continued 
at a high level* 

The south of December 19&2 narked a turning point in the battle 
of the Atlantic* Allied locate dropped to one half the total of the 
previous month. Bough weather was undoubtedly a factor# but the 
Introduction of new combined cipher procedures caused another blind 
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It was in May «f that the insecurity of the Combined Cypher 
was proved through renewal of Allied CGKXBT success, and change# were 
introduced the following Month (June 19lt3)« BrttiAh - £•£. Kaval 
Cypher So. $ replaced Cypher Mo. 3y and in consequence the Ceraana 
loot their COMIST during the aseath of Jose. However, they were able 
to resume a period of loir readability on Allied systems In July. By , 
combining results free low-level codes with Information gained through 
traffic analysis, the Genuine were able to rest the dcatasds of tho 
Operational Co— land for tho seat four soothe. But, the *B" service lost 
all readability In the following Mbraaber and a cos plate drought in 
COKlKf continued for the duration of the war. 

Boring this etna period, the teapo of tho Allied offensive increased, 
on the see aa wall aa In the CCMXMT chambers# A combined surface and 
air offensive in the Bay of Biscay area forced a general withdrawal of 

the B-boats in favor of less dangerous areas. The loss of so nacy U-boats 

\ 

in the sinking of so few Allied vessels was becoming a very expensive 
piece of business for the Ocrmacs* In the combined CGHIKT field, 
month of June 1^3. saw the first American 30KBE placed in operation in 
Payton, Ohio. (This B08SK, a forerunner of which had been developed 
in U. £.» was a high-speed analytical machine capable of matching an 
assumed plain text against the enciphered text of a $«— an HE WSk 
message for tho puzpoee of obtaining the daily wheel setting.) The 
tine delay in reading EHlGKA traffic was cut iron an average of 600 .. 
beers to about h $ 0 hours. <£eo heavy red horizontal line on chart.) 
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U.S* Havy escort carrier forces could now be directed to the refueling 
rsadesvou# of the ^-boata in Mid-Atlantic with e resultant high lows 
in refueling vessels. Allied forces could also be brought within 
effective range of their om search equipment for attach* against the 
submarines. 0-boat losses in consequence continued to be high* By 
September of I9k} 3 the U.S. BOSSES were operating in full force in 
Washington, thereby vastly augmenting the cosfeined C0HI1T effort, end 
the time lag in reading German Messages was slashed to an average of 72 
hours* the Combined Cipher Machine (CCM), introduced for eoibiaed usage 
in the late spring of 19ii3, cane into widespread use by the fall of the 
year, . 

Heaults of these achievements ware felt in the German opera tio n al 
picture at sea. Although the 9-boats returned once again to the Iferth 
Atlantic shipping lanes in considerable force, the *B* Service could 
no longer lead them to the Allied convoys* Allied ships and planes, 
aided by intelligence tram CCSHttt sources., continued the offensive 
against the 9-boats and losses continued heavy for the Germans* In 
December, they diverted their 9-beats to the D.K. * Gibraltar shipping 
lens, having been driven out of the Berth Atlantic. German 9-boat 
messages were now being read continuously, completely, and currently, 
in 16 hove on the average* the Germans' high-grade operational rad io 
communications were new wide epen to the Allies* Besides supplying 
current operational information, ENIGMA messages revealed invalwfcLe 
technical intelligence concerning the 9-boat program* the Allies now 
had a source of accurate and comprehensive information on new weapons. 
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8 uch as the acoustic torpedo, as well as on new devices such as 

receivers and the schnorchel «^trlnert#» .vith the less of 

their own ccsffiST sources, resulting from increased Allied cowr.unleatlca 

<■ 

security subsequent to general distribution of the Contained Cipher 
Jtachine, the Seraans were forced to rely almost entirely on Carman 
Air force reconnaissance for locating convoys* But this alternative 
proved much less effective than CGHIHT, and Allied dipping losses in 
the Atlantic, for eigtt snaths subsequent to full-scale operation of 
the BOKOES* were cut to an average of seen 27,000 too* per month. 

In January 1 9hk> the first schnorchel 0-boat appeared in the Atlantic 
taut the schnorchel experiments at see were not satisfactorily completed 
until after the Allied invasion of France. the schnorchel U-boat did 
not become a serious threat and shipping losses continued at a low level* 
the Allies continued to maintain the advantage during the critical . 
invasion period* (losses ware so small by June 19bii that the chart 
no longer shows an area breakdown* ) tt-boat losses,. on the other band, 
were consistently heavy. The BDKH$ continued their excellent week 
of recovering daily key settings for the BKTC3BA and the time lag never 
again fell behind a 1*8 hour meainua for effective operational n eed s . 

By August, the B-boata bad been evacuated from their ports on the 
Frendi coast, sad the fserman tndersca fleet was greatly reduced after 
1C consecutive months of reverses* 

Seepite these setbacks, the Cerman. submarine. arm continued its 
strug'JLs to regain superiority. At sea, a last-ditch effort was made 
in the autumn of l$klt to resume the offensive by using the schnorchel 
IMttats, which by this time were steadily increasing in number* 




Cojcaranlcatlott-wi se > experiments ware sade in Janaary 191»5 with 4 sew 
type of transmission, the "IfupUr* transmtsalsn, in an attest to 
prettttt interception of U-boat uesaages. the *kari«r» was a sjstsa 
of itlira-bifh-speed or *flash ff transmission, is which a brief hut . . 
complete message was sent in & fraction of a second. 

The tmr U-boat offensive ass concentrated is a blockade of the 
British isles. The schnorchel U-boets entered the channels and inland 
seas of Croat Britain where they steadily increased in irunbers and 
effectiveness. But the end of the war ass only a few souths off, 
faced with total collapse in the homeland, the once powerful U-boat 

fleet was forced to su rre nd er in Kerch of 19ti5, although ft was still 

*- ■ * • 

a dangerous combat unit, well organised, improved and willing to 
continue the war, 

While it is not feasible to sasess preciaely the value of CQ&Ht 
$a the Settle of the Atlantic, certain results drawn team operational 
analysis have indicated that the availability of tiaely decryption 
intelligence to the German Croats increased by a minimum of 2$0% their 
effective search ability against convoys espscially selected for 
attack on the basis of such intelligence. This analysis has also 
revealed that during the period of high readability by the Allies, from 
September l<&3 to March 1914, the contact rate of German U-boats was 
two-thirds that of the rate during the last six souths of 1542, when 
the Allies ware sot reading U-boat coasumioations, Moreover, daring . 
the ease period of blah reada b i li ty by the Allies, the sinking rate 
(per U-boat day per convoy day) dropped to one-sixth of the leva! pre- 
vailing free July to beeesbar 19b2 Whan decryption Intelligence was 
available to the Census but not to the Allies* . 
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itldi fro® fba nil savings res altinf fro* this greet drop 1* 
effectiveness of the ^-boate daring the period* of Allied Ci'HIXT 
succobsj there were coops rsbl* gain* in antt-sabaarine offensive 
operation*. lb* effectiveness of the United aarfsc* and air 
searching forces which sere sellable in tha Atlantic «as greatly 
extended, and tremendous savings in fuel for these forces wrt 
achieved. 
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